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Abstract— In communication systems, transient faults will
eventually occur. Thus, some mechanism is necessary to handle
them and achieve appropriate levels of reliability, particularly in
safety-critical systems. One possibility is to rely on temporal
redundancy, i.e., using message retransmissions. General
requirements for such a mechanism would include a
parsimonious use of extra bandwidth while guaranteeing the
schedulability of the message set. In this paper we propose using
on-line traffic scheduling together with scheduling servers to
recover message errors in time-triggered systems on Controller
Area Network (CAN), taking advantage of the Flexible TimeTriggered CAN protocol. This novel mechanism is shown to offer
a desired error recovery latency using much less extra bandwidth
than typical approaches used in time-triggered systems. In this
paper we present this novel error recovery mechanism, including
a thorough characterization as well as configuration guidelines,
namely concerning how to choose the server parameters (type,
period and capacity). The correctness of the proposed approach
and its superior performance are validated with simulation using
several communication benchmarks available in the literature.
Keywords—time-triggered communication; traffic scheduling;
scheduling servers; Control Area Network; error recovery

I.

INTRODUCTION

Bus networks are still the prevalent way of connecting
network nodes in Distributed Embedded Systems (DES) [1].
Many of the applications supported by DES architectures (e.g.,
vehicular, medical devices) have strict timeliness and
dependability requirements, thus the networks must provide
reliable and timely communication between nodes. Since its
introduction in the 80’s, CAN [2] has gained wide acceptation,
being one of the most used protocols in several areas.
One important application field of DES is the automotive
domain, namely in Drive-by-wire systems [3]. These systems
are obviously safety-critical, since a system failure could cause
the death or serious injury to people. Therefore, these systems
must possess high levels of reliability and integrity. These
levels can be achieved using fault tolerance techniques, e.g.
using replicated nodes and buses, as well as retransmission
mechanisms.
Faults in any electronic system can be classified as
permanent or transient, depending on their persistence.
Transient faults are temporary by nature and are due mainly to
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Electromagnetic Interference (EMI), radiation or temperature
variation for instance. On the other hand permanent faults are
persistent and result from physical defects in system parts and
last until repair or replacement. The incidence of transient
faults is far greater that the permanent ones, with a ratio of
transient to permanent faults bigger than 100 [4]. Therefore, for
this kind of systems, the prompt detection of transient
transmission errors can boost significantly the system
reliability.
Communication errors can be handled either on the
temporal or in the spatial domain. Temporal domain techniques
imply the transmission of messages and replicas in distinct
time instants. The transmissions can be done systematically or
be triggered by error occurrence. On the other hand, spatial
domain techniques require the existence of multiple
communication channels, each one transmitting a message
replica or copy. These methodologies are orthogonal and may
be used simultaneously in the same system.
This paper focuses on the use of temporal redundancy,
only, to handle communication errors in time-triggered
communication systems. We claim that static traffic
scheduling, commonly used by current time-triggered
protocols, is not bandwidth-efficient and we propose an online
traffic scheduling approach to improve such situation. In
particular we make use of the unique flexibility features of
FTT-CAN (Flexible Time-Triggered communication on CAN)
[5], namely the capability to schedule the time-triggered traffic
online, to reschedule omitted messages whenever necessary,
and with full control over the respective scheduling. This
approach not only brings important gains in bandwidth
efficiency with respect to the conventional offline-scheduled
time-triggered communication protocols but also gives the
system designer more freedom in controlling the compromise
between timeliness and reliability inherent to the scheduling of
retransmissions.
The main contribution of this paper is the use of a periodic
server to handle all the retransmissions. We show how to
configure such server so that it can serve all the retransmission
requests within the messages deadlines and we validate this
mechanism with extensive simulation using benchmarks
reported in the literature as well as one from a small electrical
vehicle prototype. The bandwidth needed to recover all errors
in an aggressive environment is two orders of magnitude lower
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than the one required using static off-line scheduling of
retransmissions.
The paper is organized as follows. The following section
discusses some related work while Section III briefly
introduces the FTT-CAN protocol. Section IV presents the
fault model while Section V presents the system model and the
recovery server configuration method. Section VI shows the
experimental validation of our approach and Section VII
concludes the paper and refers to future work.
II.

RELATED WORK

Communication protocols can be classified according with
different criteria, one of them being the triggering of message
transmissions. In event-triggered protocols, e.g. CAN and
Ethernet, message transmissions are triggered at arbitrary
instants, by express application request. In time-triggered
protocols, e.g., TTP/C [6], messages are transmitted at
predefined time instants. There are also mixed event/time
triggered protocols, e.g. TT-CAN [7], FlexRay [8], FTT-CAN
and FTT-SE [9], in which both types of communications
coexist. In the automotive industry the trend is using the mixed
paradigm, with the FlexRay protocol being pointed out as a
potential de facto standard for high speed communications in
cars [10].
For safety-critical applications, the use of networks with a
time-triggered phase is usually preferred, due to the
predictability of the time-triggered traffic pattern that permits a
prompt detection of message omissions. Nevertheless, despite
the promptness of detection, the error correction is more
complicated and imposes an undesired compromise between
bandwidth efficiency, timeliness and reliability related to when
and how it is carried out.
Depending on the system type, several temporal
redundancy schemes can be used to guarantee the message
delivery in the presence of transient faults. The periodic
sampling and transmission associated with real-time
monitoring and feedback control already implies a train of
semantically equivalent messages, i.e., referring to the same
real-time entity. When one of such messages is lost, a trivial
recovery scheme consists on waiting for the following
transmission one period later. This is a simple procedure but
with long recovery latency, typically penalizing the
performance of the application, e.g., the quality of control in a
feedback control loop. Such impact can be reduced by using
over-sampling, a technique frequently used in industry in
which a higher sampling and transmission rate is used. In this
case, the recovery latency is shortened in the same way as the
period is reduced at the cost of a corresponding increase in the
use of bandwidth. This extra bandwidth is wasted whenever
there are no errors, which is the most frequent condition in a
properly designed system.
An alternative technique consists on sending multiple
copies of each message instance (replicas), over time, via the
same bus. The problem, however, is that classic
communication time-triggered protocols are based on static
offline built schedules, from TTP/C to TT-CAN, FlexRay or
Profinet-IRT and Ethernet Powerlink [11]. Thus, message
retransmissions must be decided offline, without factual

knowledge about the concrete existence of errors in each
particular message instance. Since errors are infrequent,
chances are that the offline-decided message retransmissions
are, most of the times, useless or even omitted, depending on
the nature of the protocol, causing a bandwidth waste that
penalizes the efficiency of the bus utilization. Recent work
proposes optimizing the time-triggered schedule in FlexRay to
reserve the minimum static slots for retransmissions so that a
reliability goal is met [12]. Despite the improvement in
recovery latency and impact on bus bandwidth with respect to
the case of simply adding slots for retransmissions, this
mechanism is still static and scheduled off-line, thus suffering
from the same problem of poor bandwidth efficiency
utilization.
Another alternative could be using the multiple operational
modes that some protocols, e.g. TTP/C, offer, and switch
between them online. In this case, different modes with
different slot arrangements for different error scenarios could
bring in a benefit in terms of bandwidth use but in reality the
number of modes is always too limited to allow representing
all error patterns of interest. Thus, this approach is not effective
for handling transient faults.
Finally, some protocols have been proposed for CAN that
allow the coexistence of time-triggered slots with
event-triggered traffic in which the latter has lower priority and
can share the bandwidth left free by the former [13]. In this
case, when there are no errors the bus bandwidth is still usable
by the event-triggered traffic, thus alleviating the negative
impact on bandwidth efficiency of the previous time-triggered
approaches. However, they typically use the native
retransmissions mechanism of CAN. This introduces two
negative aspects: firstly they work only on CAN and secondly,
the scheduling of the retransmissions is constrained to that
mechanism and cannot be consistently integrated with the
scheduling of the time-triggered traffic. FTT-CAN allows such
bandwidth efficient combination of time and event-triggered
traffic while suffering from none of those negative aspects. In
fact, the online scheduling of retransmissions can follow any
desired policy and it is intrinsic to the FTT paradigm, thus
independent of CAN and available in any FTT protocol.
In this paper we will use the omissions detection
mechanism of FTT-CAN proposed in [14], which bears some
resemblance with ServerCAN [15] for event-triggered
communication, and schedule the retransmissions through a
periodic server that is then integrated with the time-triggered
traffic.
III.

FTT-CAN BRIEF PRESENTATION

The FTT-CAN communication protocol [5] is the
implementation of the FTT paradigm on the CAN protocol.
This protocol uses the dual-phase Elementary Cycle (EC)
concept in order to combine time and event-triggered
communication with temporal isolation. The EC is composed
by two windows, each one conveying the corresponding
communication traffic – asynchronous window (AW) for the
event-triggered messages and the synchronous window (SW)
for the time-triggered one. Moreover, the time-triggered traffic
is scheduled online by the master node using any scheduling

206

Elementary Cycle
TM

AM1

AM2

Asynchronous Window
(AW)

SM1

SM2

SM5

Synchronous Window
(SW)

TM AM3
time

0110 0100
0 1 2 3 4 5 6 7

Fig. 1. Elementary Cycle in FTT-CAN (the TM payload defines which
synchronous messages should be transmitted in current EC).

By default the CAN controller retransmits messages in case
of errors. In order to guarantee that all scheduled messages for
the current EC fit inside the SW, in the current
implementations of FTT-CAN this mechanism is disabled.
This poses a problem with transient message errors in the
synchronous window, diminishing the reliability of the system
when compared with CAN. This can be overcome using an
error signaling protocol or by using specific controllers, e.g.
majorCAN [18].
IV.

policy. Since scheduling is carried out dynamically, it is
possible to change the communication requirements at runtime,
adapting to changing environments, a property called
operational flexibility. All those changes are subject to a
schedulability test, thus guaranteeing the timeliness of all
admitted messages.
The FTT-CAN protocol uses a master/multi-slave
transmission control scheme, to reduce the overhead normally
associated with normal master-slave protocols. According with
this scheme, the TM triggers the transmission of several
messages on one or more slave nodes. As can be seen in Figure
1, the EC starts with the TM that possesses the scheduling
information for the time-triggered traffic in that EC and also
defines the windows durations in order to force isolation
between the AW and the SW. The duration of the SW may
change from EC to EC, depending on the traffic scheduled for
it, being upper limited to give minimum service quality to
event-triggered traffic.

FAULT MODEL

In this work we consider a distributed embedded system
based on a simplex CAN bus in which messages can be
corrupted by sporadic bit errors, e.g., due to EMI. The arrival
rate of the errors, i.e., the Bit-Error Rate (BER), is a function of
the environment and it is known.
The occurrence of faults is assumed to follow a Poisson
process with average fault arrival rate equal to λ, where the
mean depends on the environment. Other more complex arrival
processes that can, for example, model bursts are left for future
work. We also consider that one fault per EC is a reasonable
assumption since the EC duration is typically small compared
to 1/λ, being rather unlikely that two or more faults occur in
such a short time period. For instance, if we assume a BER of
the order of 10-7 and a baud rate of 500kbps, an aggressive
assumption according to [19], with an EC of 2.5ms, the
probability of having more than one fault per EC is of the order
of 10-8 which we consider low enough to be neglected.

The FTT-CAN protocol has a set of characteristics that
clearly distinguish it from other protocols currently used in
DES. These are the online scheduling and message triggering
done centrally by the master node, with any given scheduling
policy, in combination with the support to asynchronous and
synchronous traffic with temporal isolation.

The work in [19] shows an experimental assessment of the
BER in CAN in different environments that are, then, classified
as benign, normal and aggressive (Table I). Here we
complement this classification with one further category, called
ultra-aggressive, which we will use to stress the mechanisms
we propose in this paper with a BER that is typically higher
than found in practice.

The FTT-CAN has a centralized architecture where the
master node controls message transmission activities. This
aspect facilitates the use of elaborated scheduling schemes and
allows for prompt updates to the traffic schedules, on an
EC-by-EC basis. On the other hand introduces a single point of
failure, the master, because if this node, for some reason,
cannot send the TM all the communication activities end and
the system suffers a serious failure, with possible catastrophic
consequences. This obstacle can be overcome by the use of
master replication [16], that can cope with master failures with
very short replacement latency. Another single point of failure,
but also common to other DES, is the bus permanent failure.
This issue can be resolved in the FTT-CAN scope using
replicated buses, as in [17].

Since we are focusing on transient faults and temporal
redundancy techniques, we do not consider bus partitions.
These can be handled with spatial redundancy techniques, as in
[17], that are orthogonal to the current work. Similarly, we do
not consider Master crashes or even TM omissions, as these
can also be handled with the mechanisms presented in [16].
Moreover, we also consider a few simplifying assumptions that
we expect to drop in future work, namely that all nodes are fail
silent, i.e., transmit correctly or nothing at all, and that all faults
are symmetric, thus all nodes detect all faults in the same way.
This last assumption also implies that any node in the network
can listen to and record all the messages in the bus. Recalling
that the TM contains the schedule for the EC, it becomes clear
that any node can detect a synchronous message omission.

Operational flexibility, meaning the capacity to cope with
evolving scenarios, where is possible to add, remove or update
synchronous messages, is made possible by the existence of an
online scheduler. An admission control module, implemented
in the master node, verifies if new messages can be added (or
updated) while maintaining system schedulability. If not, the
message is rejected by this admission control service,
otherwise the correct system operation would be at risk.
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TABLE I.

BER IN CAN – EXPERIMENTAL VALUES

Environment
Benign

BER
3.0x10-11

Normal

3.1x10-9

Aggressive

2.6x10-7

Ultra-aggressive

5,0x10-6

0
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1.00E+00

14

16

V.

number
of faults

We consider a system with a message set M as in
expression (2), with n messages, in which each message is
periodic with a maximum transmission time Ci, a period Ti, a
deadline Di ” Ti and an offset Oi.
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Any of these messages can be subject to errors and we wish
to recover such affected messages with retransmission as long
as it is within the respective deadlines. The main proposal in
this work is to handle such retransmissions using a periodic
server S as in expression (3), the error server, in which CS is
the server capacity, TS its replenishment period and OS its
offset. The message set M, together with server S, form an
extended set MS that must be schedulable.
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Fig. 2. Probability of N or more faults in intervals 0.25/λ, 0.5/λ, 1/λ and 2/λ.

Note that we consider message errors (or omissions) in the
synchronous window, only. This is a situation in which a
certain synchronous message should arrive in a particular EC,
according to the EC-schedule in the respective TM, but it is not
received by the Master, or possibly another node, depending on
the method used. Since a message error or omission can make
the system inconsistent for a period of time, which can
correspond to several ECs, we must handle these situations
promptly.

A. Fault incidence
A central point in our work is the knowledge of the fault
incidence rate in a specified period, i.e., how many faults
happen in such period and with which probability. As known,
the Poisson process is characterized by an average arrival rate
λ, and we can calculate the probability of arrival of k instances
in a defined interval t, using equation (1).
: L •á –; L

c7jO :rO;a
iè

(2)

(1)

We can use this equation in order to obtain the probability of
arrival of k or more instances, P(X•k, t), by summing the
terms in equation (1).
Figure 2 shows, as an example, the probability of different
numbers of faults in four different intervals relative to the
average interval between faults (1/λ), namely 1/4, 1/2, 1 and 2.
This probability is an important requirement that will guide the
design of our fault handling mechanism. For example, consider
that the desired probability of not recovering from a transient
fault is 10-8. This means that, considering an average arrival
rate of 1 fault per second, our mechanism must have the
capacity to recover 11 faults in that interval.

L

ë :%Ì á 6Ì á 1Ì ;

(3)

Currently, for simplicity of implementation, we use a
deferrable server which, despite a small penalty in
schedulability, presents a good response time, as needed to
serve the retransmission requests within their deadlines.
Moreover, it is given highest priority in the system.
The schedulability of the extended MS set can be assessed
using any of the methods existing in the literature [20] from
fast utilization-based tests to accurate response-time tests. Note
that the bandwidth of the error server is shared among all
messages that need being recovered, which further contributes
to the system bandwidth efficiency. However, the main reason
why this approach is highly efficient is because it decouples the
response time needed to serve retransmissions in time from the
replenishment period that is computed based on the fault
incidence rate. Typical retransmission slots in static schedules
work as polling servers, which couple response time with
replenishment period. This leads to periods that are much
shorter than actually needed by the fault incidence rate in order
to meet the response time requirements. As shown in the
following section, this difference in bandwidth requirements to
recover a given set of errors can be as high as two orders of
magnitude, or even higher.
The architecture of our system has been presented in [14],
being all the process represented in Figure 3.. Essentially, the
FTT-CAN Master is enhanced with an omissions detection unit
that reports missing synchronous messages at the end of the
respective window and just before invoking the scheduler for
the next EC. These missing messages are then inserted in the
error server queue for retransmission. When the Master
scheduler is invoked at the end of the EC it takes the pending
retransmissions into account when building the schedule for
the following ECs. If the scheduling criteria so dictates, a
retransmission can occur as early as in the following EC, thus
with 1EC minimum latency.
A. Error server design
We start by computing the server replenishment period TS
based on the average interval between consecutive errors
(1/λ), expressed as integer number of ECs, which is obtained
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Fig. 4. Simulator Block Diagram

EC(i+1)
TM|M4| M5 | M6 | M11 |M23

Inputs: file with network configuration, server parameters, BER and
message set definition
Outputs: text file with collected statistics

Fig. 3. Error detection and recovery process, using a server

1. Load network parameters, BER and message set
2. Initialize internal data structures
3. Construct the error vector
4. For EC number 1 to Max_Cycle
a. Schedule next EC
b. Bus processing
c. Update server
d. Collect statistical data
5. Write all statistics gathered to a text file
Algorithm 1: Simulator algorithm

by means of expression (5) considering the BER, bus bit-rate
and EC length (LEC).
-
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(5)

The bandwidth assigned to the server depends on both TS
and CS. Though the same bandwidth can be achieved by
different (TS,CS) pairs, the server behavior, namely in what
regards interference on lower-priority messages and
consequently on the global system schedulability, is quite
different. Parameter α, in equation 5, allows adjusting the
period in order to control, if needed, the impact on the
schedulability of the extended set MS.
On the other hand, CS is determined through the Poisson
curves in Figure 2. We start with a desired residual probability
of not being able to recover from errors and we determine how
many errors can occur in that interval, for that probability,
using the curve corresponding to (α∗1/λ). Then we compute
CS so that the server can handle that number of messages with
maximum length. Recalling the same example as stated below
Figure 2, for a residual probability of 10-8 with TS=1/λ, the
server needs to handle 11 messages, i.e., 11 retransmissions,
and thus CS=11*maxi(Ci). This simple method, as shown
through simulations in the following section, is rather
effective.
VI.

SIMULATION AND RESULTS

This section presents the simulator that was developed to
assess the error-recovery mechanism presented in this paper, as
well as simulation results obtained with several benchmarks
and BER values described in the literature.
A. Error simulator for FTT-CAN
Simulation is a well-known and widely used technique for
assessing and validating an immense variety of engineering
problems. For the particular case of error recovery protocols,
simulation is invaluable, given the difficulty of reproducing
error scenarios that occur rarely, thus making experiments with
real hardware extremely hard, cumbersome and long.

For this reason, we developed a simulator specifically
tailored for testing the error-recovery mechanism proposed in
this paper. Figure 4 presents the simulator block diagram,
which operates according to Algorithm 1.
At step one, the simulator reads the network configuration
parameters, such as CAN bitrate, EC length and LSW (Length
of SW). Then, it loads the message set, defined by the number
of messages, their periods, offsets, sizes and priorities. All this
data is loaded from a text file.
At step two, the simulator internal structures are initialized.
At step three it generates the error vector. The errors are
generated according to the Poisson distribution, with average λ,
corresponding to the defined BER. The error vector contains
the index of the ECs in which faults occur, as well as the time
instant, inside each ECs, where the faults actually occur.
At step four the traffic is scheduled and processed. The
traffic is scheduled, EC by EC, according to the rules defined
by the FTT-CAN protocol. At this moment, the simulator
implements a fixed priority scheduler, and the errors are
managed by a Deferrable Server with period TS and capacity
CS. Step four is repeated Max_Cycle times, once for each
simulated EC.
At step 4.a the EC-schedule is built and the existence of
deadline misses is verified. During the bus processing phase
(step 4.b), the error vector and EC-schedule are cross-checked
to detect if any message is affected by an error. If so, that
message is marked for rescheduling by inserting its ID in the
error server queue. Finally, the error server state is updated and
statistical data collected.
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At step five the simulator generates a report file, which
includes all relevant information about the message set used
and statistics, namely: BER, worst case message response
times, number of errors and missed deadlines of individual
messages. It also has information about error incidence.
B. Simulation results
In order to assess the performance of the scheme proposed
in this paper, we conducted a series of simulations based on
benchmarks described in the literature. The selected
benchmarks are: SAE benchmark [21][22], used in several
projects and tool analysis, like the ones reported in [23] or [6];
Peugeot Benchmark [24]; and an extension to the SAE
Benchmark (Updated_SAE) that updates the original message
set to take into account modules available in today’s cars [25].
Table II describes in detail the Updated_SAE benchmark
message set, for illustrative purposes, where T, DLC and Offset
are given in number of LEC’s, bytes and number of LEC’s,
respectively. Unless stated otherwise, all simulations use a
BER of 3.0x10-7, i.e., slightly higher than the aggressive profile
reported in Table I. For the sake of simplicity, we assume that
each EC can accommodate up to 10 synchronous messages and
the server capacity is expressed in number of messages.
Finally, we considered a bit-rate of 500Kbps.
Table III reports the results obtained with the
Updated_SAE benchmark. The server period is kept constant
(TS=2500*LEC), while the server budget CS varies from 1 to
10 messages. As can be seen, no deadline misses are observed
during the retransmission processes with CS equal to or greater
than 5. The same experiment was repeated using the message
sets defined by SAE and Peugeot benchmarks. The results are
very similar to the ones reported in table III and so they are not
repeated here.
TABLE II.

UPDATED_SAE BENCHMARK MESSAGE SET

Bit rate = 500 kbps
ID
T
DLC

LEC = 2.5 ms
Offset
ID

T

LSW = 78%
DLC
Offset

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

20
2
2
2
2
2
2
2
3
3
3
3
3
3
3
3
4

1
2
1
2
1
2
1
1
1
1
1
1
1
4
4
4
1

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35

4
4
4
4
5
5
5
5
5
5
5
20
40
40
40
400
400

6
2
3
2
2
2
2
2
4
5
3
1
4
1
1
3
1

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

18

4

2

0

36

400

1

0

TABLE III.

SIMULATION RESULTS (TS=2500 ECS)

Nº Cycles – 20x10

6

-7

BER=3x10 (agressive)

CS

Nº missed deadlines

Message Error Recovery rate

1

1810

59.2%

2

216

92.2%

3

22

99.2%

4

6

99.8%

5..10

0

100.0%

Looking carefully to table III, two main conclusions can be
taken. The first one is that, as expected, the bandwidth
allocated to the server is a critical design parameter. For
example, when CS=1, corresponding to BW=0.004%, only
59.2% of the errors are recovered. As CS, and consequently the
server bandwidth, grows, the error recovery rate increases
monotonically until reaching 100% for CS=5.
The second conclusion is that full error recovery rates are
attained even with a very small amount of bandwidth allocated
to the server. In this particular scenario, CS=5 corresponds to a
bandwidth of 0.02%, only.
The simulations have been carried out for 20x106 ECs,
corresponding, with the Updated_SAE benchmark, to almost
200 million transmitted messages and 14 working hours. We
also repeated the simulation for CS=5 messages during a
number of ECs equivalent to 15 working days and the message
error recovery was steady at the 100% level.
To get a good indicator of the efficiency of the recovery
method proposed in this paper, it is important comparing it
with the classical approach used in time-triggered systems,
which consists in reserving slots dedicated to message
retransmissions during the system design phase. The static slot
allocation was modeled with a polling server, using CS=1 and
TS varying between 1 and 2500. Table IV reports the results
that we obtained.
The most immediate conclusion is that full error recovery is
only attainable with one retransmission slot per EC. To put this
result in perspective, this scenario corresponds to a bandwidth
utilization of 10%, which is around 500 times bigger than the
one required by the method proposed in this paper. It should be
remarked that, for classic statically scheduled time-triggered
systems, the performance gap shall be even bigger, since in
these systems the slots are reserved for specific messages or to
specific nodes, while in this experiment the error
retransmission slots were shared by all messages.
As the previous results indicate, bandwidth plays a crucial
role in the attainable error recovery rate. In the FTT-CAN
protocol, the bandwidth allocated to a server is expressed as a
function of its period and capacity. Thus, a given bandwidth
can be expressed by different combinations of CS and TS. To
evaluate the impact of using a different period, we repeated the
simulations with TS=1000*LEC instead of TS=2500*LEC.
Table V reports the results obtained for this scenario.
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TABLE IV.

SIMULATION RESULTS - CLASSIC TDMA – 1 SLOT PER TS

Nº Cycles – 20x10

-7

6

BER = 3x10 (agressive)

TS /LEC

Nº missed deadlines

Message Error Recover rate

1

0

100.00%

2

1

99.98%

5

2

99.96%

10

3

99.9%

25

14

99.7%

50

23

99.5%

75

39

99.1%

100

40

99.1%

200

111

97.5%

500

256

94.3%

1000

562

87.5%

2500

1612

64.1%

TABLE V.

CS

probability. A meticulous search in the log files generated by
the simulator allowed tracing the origin of such phenomenon,
which happens when both the transmission and the
retransmission of a message instance are affected by faults.
Since each retransmission has a latency of one EC, when such
succession of faults affects a message with a short period, a
second retransmission may not be possible before the deadline.
For instance, messages with a period with 2 ECs fail the
deadline in such scenario, independently of the capacity, period
and type of server. The probability of this occurrence grows
with the BER value, and in the simulations we conducted it
was only observable for BER equal or greater than 3x10-7
(aggressive environment). Nevertheless, we can point out that
message failure rate, defined as the ratio between missed
messages and total transmitted messages, is always below 10-7,
even in an ultra-aggressive environment.
Finally, we simulated a scenario in which, during a short
period of time, the BER is ten times greater than the one
corresponding to the aggressive environment, corresponding to
a situation in which a system is subject to a transient strong
interference from the environment. The objective is to find out
how much extra capacity should the server have to recover
from such ultra-aggressive transient environment. New
simulations, whose results are reported in Table VI, were done
using a BER equal to 3x10-6, and CS varying between 5 and 25.

MESSAGE RECOVERY RATE USING BER=3X10-7

TS=250*LEC TS=500*LEC

TS=1000

TS=2500

1

97.56%

94.40%

86.82%

59.20%

2

100.00%

99.55%

98.74%

92.20%

3

100.00%

100.00%

99.91%

99.20%

4

100.00%

100.00%

100.00%

99.80%

5..10

100.00%

100.00%

100.00%

100.00%

Note that the source of the 2 missed deadlines reported in
Table VI for CS = {20, 25} was traced back to the scenario
with faults in consecutive ECs that we referred previously, and
thus is not recoverable. Hence, in this scenario, a CS of 15
messages seems a good value. We can say, then, that handling
an ultra-aggressive BER requires 3 times more bandwidth than
an aggressive environment. However, it is important to realize
that this translates to 0.06% of the available bandwidth, only,
thus being a reasonable way to deal with unforeseen scenarios.
0

As the previous results indicate, bandwidth plays a crucial
role in the attainable error recovery rate. In the FTT-CAN
protocol, the bandwidth allocated to a server is expressed as a
function of its period and capacity. Thus, a given bandwidth
can be expressed by different combinations of CS and TS. To
evaluate the impact of using a different period, we repeated the
simulations with TS=1000*LEC instead of TS=2500*LEC.
Table V reports the results obtained for this scenario.
In this case full error recovery requires that the server
capacity US is at least 0.04%, thus slightly higher than for
TS=2500*LEC. As can be seen also in table V, simulation for
TS equal to 500*LEC (US=0.06%) and for 250*LEC
(US=0.08%) point in the same direction. Therefore, apparently
there are no advantages in opting by lower TS values.

2

4

100.00%

6

8

10

12

Cs

Erro rate

10.00%

Updated_SAE

1.00%

Peugeot

0.10%

0.01%

Fig. 5. Error recovery rate as a function of CS – ultra-aggressive BER.

To stress the error recovery method proposed in this paper,
we carried out a set of simulations with a BER of 3x10-6,
corresponding to the ultra-aggressive environment in Table I,
which is well above the ones reported in the literature.
Both the Updated_SAE and Peugeot benchmark message
sets were simulated under these conditions. Figure 2 reports the
results obtained. It is immediately observable that a non-null
probability of non-recovered errors remains, even when the
server capacity is raised well beyond the error incidence
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TABLE VI.

SIMULATION RESULTS (ULTRA-AGGRESSIVE ENVIRONMENT)
6

-6

Nº Cycles - 20x10

TS = 2500*LEC ; BER = 3,0x10

CS

Nº missed deadlines

Message Error Recover rate

5

44578

0.1%

10

388

99.1%

15

6

99.9866%

20

2

99.9955%

25

2

99.9955%

VII. CONCLUSIONS & FUTURE WORK

[8]

This paper presented mechanisms based on servers to deal
with time-triggered message omissions due to transient faults.
The devised mechanism takes advantage of distinguishing
features of the FTT-CAN protocol, namely online scheduling.

[9]

One distinguishing feature of the proposed methodology is
that bandwidth is only consumed when errors actually occur.
This clearly contrasts with the fault-tolerance mechanisms
present in classic time-triggered protocols, which are based on
offline reservations that consume bandwidth independently of
the actual occurrence of errors.
The performance of the proposed mechanism was
extensively assessed via simulation. Several benchmarks and
BER environments have been considered. The results show
that, for the benchmarks found literature, near full error
recovery can be attained using typically less than 0.02% of the
available bandwidth. This value is orders of magnitude below
the bandwidth that a classic method would require to have an
equivalent performance.
A limitation was identified. The error recovery mechanism
requires rescheduling, incurring in a latency of one EC. Thus,
e.g. a message with a 2 ECs deadline only permits a single
retransmission. If a fault affects the retransmission, the
message deadline is violated. The simulations show that this
scenario may become observable for a BER•3x10-6
(ultra-aggressive profile).
Future work includes the development of an analytic
framework to compute the server parameters that minimize the
amount of resources required to fulfill the requirements of
applications and the impact of the server in the global system
schedulability. A more thorough comparison with related error
recovery techniques found in the literature will also be carried
out. The use of a more accurate fault model, by assuming more
than one fault in each EC and also the existence of burts of
errors, with modelization like in [26], using Markov and
Gilbert Cells, will also be investigated. Finally, it will be
studied the adaptation of this work to other dual elementary
cycle protocols, such as the HaRTES Ethernet switch [27] and
FlexRay.
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